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ABSTRACT

IPSec is a widely used network security protocol
that plays a crucial role in providing secure trans-
mission channels in the current Internet. However,
the advent of quantum computing poses unprec-
edented challenges to the security of tradition-
al cryptographic methods, including those used
in IPSec. Fortunately, quantum key distribution
(QKD) offers a theoretically unbreakable method
for exchanging keys between two communicating
parties. To address the security threats posed by
quantum computing, we propose IPSeQ, a secu-
rity-enhanced [PSec protocol that integrates QKD
into its design. Specifically, IPSeQ leverages quan-
tum keys to strengthen key negotiation, authenti-
cation, and data encryption processes. To achieve
rapid key updates while ensuring transmission effi-
ciency and key synchronization, IPSeQ introduc-
es a sliding window-based dynamic key updating
mechanism. Experiments conducted with real QKD
devices demonstrate that our proposed mechanism
can improve throughput by more than 50 percent
compared to traditional schemes, particularly at
higher quantum key generation rates. Additionally,
IPSeQ effectively maintains robust data transmission
in scenarios where quantum keys are scarce (e.g.,
when the key generation rate is less than 10 kb/s).

INTRODUCTION

Internet Protocol Security (IPSec) has long been a
cornerstone in establishing secure communication
channels over public Internet infrastructure, provid-
ing authentication, confidentiality, and data integrity
at the network layer to support secure communica-
tion. However, the advent of the second quantum
revolution has significantly accelerated the devel-
opment of quantum computing technology, which
poses unprecedented challenges to the security of
cryptographic methods and potentially threatens
the security of IPSec. In particular, Shor’s algorithm
[1] can efficiently factor large numbers and com-
pute discrete logarithms, endangering key cryp-
tographic algorithms used in IPSec, such as RSA
and Elliptic-Curve Diffie-Hellman (ECDH) or Dif-
fie-Hellman (DH). Additionally, Grover’s algorithm
[2] can reduce the effective security of symmetric
encryption key lengths by half, thereby compro-
mising the security of encryption algorithms utilized
by the IPSec protocol. Significant advancements in
quantum computing technology have already been
made worldwide, and modern encryption systems
are expected to become vulnerable to quantum

computing attacks in the coming decades. Given
the widespread use of IPSec, it is urgent to design a
quantum-resistant IPSec protocol.

Many solutions have been proposed to address
the security threats introduced by quantum com-
puting technology. For example, some schemes
employ Post-Quantum Cryptography (PQC) algo-
rithms [31, which typically require larger key sizes.
While these schemes can enhance security and
integrate seamlessly with existing infrastructure,
they often demand more computing resources
and cannot fully guarantee protection against
future quantum threats. Another effective solu-
tion is to use Quantum Key Distribution (QKD)
technology [4]. By leveraging the fundamental
principles of quantum mechanics, QKD can dis-
tribute symmetric secret keys (hereafter referred
to as quantum keys) with information-theoretic
security between two communicating parties. This
ensures that key exchanges remain secure even in
the quantum era, thereby enhancing the overall
security of cryptographic applications. Therefore,
incorporating QKD technology into the IPSec
protocol represents a promising long-term solu-
tion for achieving quantum-resistant security.

There are two main types of solutions for
integrating IPSec and QKD. The first category
of approaches complements the Internet Key
Exchange (IKE) protocol by combining quantum
and classical keys in various ways. For example,
the DARPA network introduced a QKD-based
extension scheme [5] with two implementations:
deriving IKE keys from quantum keys or employ-
ing One-Time Pad (OTP) encryption. Howev-
er, the IKE Security Association (SA) remains
unchanged and is established using insecure clas-
sical public key algorithms. The SeQKEIP protocol
[6] introduces a phase for on-demand quantum
key generation for authentication and encryption,
but its data throughput is limited due to scarce
quantum key resources. The QIKE protocol [7]
focuses on key management for quantum keys,
enabling fast key updates without renegotiation.
Nonetheless, its fixed request rate fails to adapt
to dynamic transmission requirements and key
generation. The second category of approaches
replaces IKE's key exchange function with QKD.
For example, the fast rekeying protocol intro-
duced in [8] eliminates the need for classical key
exchange and allows for fast key updates using
quantum keys, it requires the pre-configuration
of SA parameters at both ends, resulting in poor
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flexibility and suitability. In summary, while exist-

ing approaches have made advances in some

aspects, limitations remain in terms of security,
efficiency, and flexibility.

To overcome the limitations of existing approach-
es, this article proposes a security-enhanced IPSec
protocol integrated with QKD, named IPSeQ. To
mitigate the threat posed by insecure asymmetric
encryption algorithms, IPSeQ incorporates quan-
tum keys into the key exchange, authentication,
and encryption processes, aiming to safeguard the
entire IPSec protocol. Designed concerning the first
category, we retain the framework of the standard
IKE protocol, which not only ensures flexible nego-
tiation capabilities but also allows for seamless inte-
gration with traditional IPSec. Specifically, IPSeQ
introduces a dynamic key updating mechanism that
adapts the frequency of key updates in response to
evolving quantum key generation rates and encryp-
tion key demand. By fully utilizing quantum keys,
this dynamic key updating mechanism not only
ensures secure data transmission but also avoids the
degradation of transmission efficiency due to the
exhaustion of quantum key resources. We analyze
the adjustment of the key update frequency and
prove that IPSeQ exhibits strong security properties.
Finally, we implement a prototype system with real
QKD devices and conduct experiments to validate
its efficiency and robustness. The contributions of
this article can be summarized as follows:

+ We propose a security-enhanced IPSec pro-
tocol named IPSeQ), using QKD technology
to mitigate quantum computing threats. It
ensures comprehensive security for IPSec
without disrupting the original IKE architec-
ture. We also provide an efficient quantum
key management design for IPSec.

* A dynamic key updating mechanism is pro-
posed to enhance communication security
by rapidly updating quantum keys and pre-
venting key resource exhaustion, thus ensur-
ing transmission efficiency. In addition, we
adopt a sliding window mechanism to imple-
ment key synchronization during the rapid
key update process.

+ We build an IPSeQ prototype system with
real QKD devices and conduct experimental
validation. Experimental results demonstrate
that IPSeQ notably enhances transmission
efficiency and maintains stability even in sce-
narios where quantum keys are scarce.

The remainder of this article is organized as fol-
lows: In the next section, we briefly introduce the
IPSec protocol and discuss the potential security
threats to it in the quantum computing era. Then
we present the detailed design of IPSeQ and per-
form a security analysis. Following that, we build
an IPSeQ prototype system and demonstrate its
superiority. Finally, we conclude the article.

BACKGROUND
[PSEC PRoTOCOL SUITE

The IPSec protocol suite [9] is designed to ensure
secure communication at the network layer. It
provides confidentiality, integrity, and authenti-
cated data transmission between two computers
over an Internet Protocol network. It is commonly
used in Virtual Private Networks (VPNs). IPSec
can also protect the flow of data between a pair

of hosts, between a pair of security gateways,
or between a security gateway and a host. The
IPSec protocol suite consists of two main proto-
cols: Authentication Header (AH) and Encapsulat-
ing Security Payload (ESP). AH primarily ensures
integrity protection, while ESP extends this by also
providing confidentiality. The fundamental con-
cept of IPSec is the SA, which defines the param-
eters necessary for securing IP traffic. An SA is
identified by a unique Security Parameter Index
(SPI) value. The IKE protocol plays a critical role
in IPSec, as it is responsible for dynamically cre-
ating and maintaining SAs. IKE first generates a
shared key using the DH key exchange algorithm
(including both DH and ECDH for simplicity) to
establish a secure communication channel. IKE
then performs authentication using a variety of
methods, including Pre-Shared Key (PSK), RSA
signature, and digital certificates. Finally, the IKE
peers negotiate IPSec SAs using the established
secure channel. After the SA negotiation, IPSec
employs encryption algorithms such as 3DES or
AES to protect data transmission.

PSEC PROCEDURES AND SECURITY RISKS

As a widely adopted and more recent iteration of
IPSec, IKEv2 provides a valuable point of compar-
ison for our forthcoming analysis. The IKEv2 nego-
tiation process mainly comprises three phases: the
initiation phase, the authentication phase, and the
IPSec SA establishment phase. We now analyze and
evaluate the security risks at each phase of the IKEv2
process in the event of a quantum computing attack.

The First and Primary Risk Is the Key Exchange
Aspect: In the initiation phase, the two parties
begin communicating by sending IKE_SA_INIT
messages to complete the key exchange, resulting
in the generation of a shared seed key, SKEYSEED.
The SKEYSEED is used to derive the encryption
and authentication keys for the IKE SA, which is the
foundation of protocol security. However, current
key exchange methods generally utilize the DH
algorithm, which is vulnerable to Shor’s algorithm.

The Second Risk Is Authentication: In the
second phase, the two parties authenticate each
other by sending IKE_AUTH messages to ensure
that they are legitimate. However, the RSA signa-
ture and digital certificate methods are suscepti-
ble to Shor’s algorithm. In addition, although the
PSK-based authentication approach is not vulnera-
ble to quantum computing attacks, it is difficult to
configure and manage the PSKs, and the security
of these keys tends to deteriorate over time.

The Last Risk Is the Update of the Session
Keys: After authentication is complete, the parties
negotiate the IPSec SA for encrypted data trans-
mission. It is necessary to renegotiate or update
the session key after a specific lifetime or after a
specific data volume to provide Perfect Forward
Secrecy (PFS). The renegotiation of an expired
IPSec SA is accomplished through the CREATE_
CHILD_SA messages. However, the new DH key
exchanges conducted during this process are sus-
ceptible to quantum computing technology.

KEY ISSUES FOR QUANTUM-RESISTANT IPSEC DESIGN

According to the security analysis of IKEv2, to
achieve a quantum-resistant IPSec protocol, we
need to utilize quantum keys to eliminate security
threats in the key exchange and authentication

To mitigate the threat posed
by insecure asymmetric
encryption algorithms,

IPSeQ incorporates quantum

keys into the key exchange,
authentication, and encryp-
tion processes, aiming to
safeguard the entire IPSec
protocol.
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FIGURE 1. Overview of IPSeC. Inside the dotted lines are the interactions performed in each phase. Original IKE mes-
sages are represented by solid blue lines, and yellow dashed lines represent interactions added by IPSe.

phases of the IKE protocol. Furthermore, to fully
leverage the advantages of quantum keys, it is
essential to facilitate rapid key updates between
communicating parties, thereby enhancing the
level of PFS. Notably, the quantum keys distribut-
ed between the two communicating parties are
symmetric random keys, and the rate of quan-
tum key generation decays exponentially with
distance. Consequently, it is necessary to keep
session keys synchronized and address the scarci-
ty of quantum keys. In summary, the secure and
efficient integration of QKD and IPSec needs to
address the following three key challenges.

Key Management: The standard IPSec proto-
col does not provide interfaces for QKD. To dis-
tribute quantum keys to the IPSec process, a key
management process is required. Furthermore, to
achieve efficient and fast key updates, it is imper-
ative to implement an effective key management
approach that will provide keys on time and mini-
mize communication overhead [7].

Key Synchronization: Inconsistencies in
encryption and decryption keys may arise due
to packet loss or out-of-order arrival of network
packets in suboptimal network environments. To
ensure accurate encryption and decryption, it is
essential to design an efficient and reliable key
synchronization mechanism.

Transmission Efficiency: The current state-
of-the-art QKD systems can achieve key rates of
a few hundred kb/s over limited distances. To
increase the key rate and extend the transmis-
sion range, the key generated by QKD at one
end node is relayed hop-by-hop to the other
[10]. Many researches have explored the poten-
tial and implementation methods of key relaying
to improve the rate in QKD networks [11], but
the end-to-end key rate still cannot meet the high
bandwidth demand due to the low link-level key
rate. To maintain transmission stability, quantum
key resources must be effectively utilized to avoid
overconsumption.

A SECURITY-ENHANCED IPSEC PROTOCOL
OVERVIEW

In response to the security risks and key issues
mentioned above, we developed an integrated
approach called IPSeQ, which combines QKD
technology with IPSec. For users who have
deployed IPSec VPN tunnels, they can obtain
quantum keys by accessing the QKD network and
obtaining quantum keys from the key manage-
ment system; they can also obtain quantum keys
by directly connecting to the QKD device. In short,
IPSeQ itself does not limit the access scenarios but
only requires the node to have the ability to obtain
quantum keys. It is an improvement of the IPSec
protocol, which belongs to the application layer of
the QKD network and does not require additional
hardware. In this article, we introduce Quantum
Key Interface (QKI) as a middleware and address
important key management issues.

The workflow of IPSeQ is shown in Fig. 1.
IPSeQ consists of three main phases. In Phase
1, IPSeQ introduces a QKD-based key exchange
mechanism, providing quantum resistance to
key material generated through DH exchange,
thereby protecting the IPSec SA and IKE SA. In
Phase 2, IPSeQ combines PSK and quantum keys
to enhance authentication security and uses the
quantum keys in the form of OTP, effectively
mitigating the risk of PSK security degradation.
In Phase 3, IPSeQ uses quantum keys to rapidly
update session keys, further improving PFS, and
achieves key synchronization through a sliding
window mechanism. Additionally, IPSeQ dynam-
ically adjusts the key reuse parameters to fully
utilize quantum key resources and maintain trans-
mission efficiency.

QKI Desian

The QKI process retrieves the key from the key
management process via the API, following our
streamlined design based on the ETSI standard
protocol to ensure interoperability and security.
Meanwhile, the IPSec process requests encryp-
tion and decryption keys from the QKI using the
internal key acquisition protocol. The IPSec pro-
cess initiates registration by submitting a request
to the QKI, identified via SPI. The QKI then allo-
cates a key buffer for the request. Since each SA
is unidirectional, a bidirectional encryption and
decryption key pool must be divided between
pairs of SAs. Multiple pairs of SAs may exist
between IPSec VPNs, enabling the implementa-
tion of various security policies. Therefore, it is
necessary for the QKI to manage the division of
the quantum key pool effectively. Neppach et al.
[7] proposed that the application obtains the key
buffer with a fixed-rate request and refills it by set-
ting a threshold value. However, since the traffic
encrypted by each SA is uncertain and dynamical-
ly changing, the fixed-rate request can lead to an
unfair distribution of quantum key resources and
cause starvation problems. To address this, we
utilize a fair division key management model that
allocates equal-sized key buffers for each request.
By monitoring the key buffer size and replenishing
keys for requests that consume keys more quick-
ly, we ensure the robustness of the service, even
during traffic bursts on any SA.
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IPSEQ DESIGN

Phase 1: To protect IKE SA and IPSec SA from
quantum computing threats, we propose a QKD-
based key exchange mechanism that uses quan-
tum key material to augment the insecure DH
key exchange material. The combination of quan-
tum and DH keys can be employed in various
operating modes, including concatenation and
Exclusive-OR (XOR). Here, we refer to the imple-
mentation in [12] and combine the first quantum
key gkeyy in the following way: The communicat-
ing parties add gkey; to derived key SK to pro-
vide quantum-resistant security to the key material
used to generate IPSec SA and subsequent IKE
SA. Then, they add gkey, to the initiator’s integrity
key SK,,; and the responder’s integrity key SK,, for
computing the signature object, enabling both
parties to detect any quantum key mismatch. To
exploit the unconditional security of quantum
keys, we use quantum keys as input for the key
derivation function. The security relies on gkey,
having sufficient entropy and the pseudo-random
function is a secure one-way function that guar-
antees that the output key is statistically indistin-
guishable and therefore does not compromise
unconditional security.

To ensure compatibility with the standard [PSec
protocol, we retain the original DH exchange
mode and include a quantum key exchange notifi-
cation payload as an optional key exchange mode
in the IKE_SA INIT message. The advantages of
this approach are as follows: First, we can seam-
lessly integrate IPSeQ with the standard IPSec pro-
tocol because no modifications to the standard
IKE framework are necessary; only an extension
field is added. Second, if the counterparty does
not support QKD or has insufficient quantum key
resources, it can revert to the traditional opera-
tion to ensure the protocol’s robustness. Finally,
if the quantum key exchange mode is accepted,
both parties perform the following actions: the
IPSec processes on both sides request a 32-byte
quantum key gkeyy from their respective QKls.
The QKIs then allocate key buffers for the IPSec
processes, perform initial key synchronization, and
return gkeyq. Both parties combine gkey; with DH
key material to generate quantum-resistant key
material to protect IKE SA and IPSec SA.

Phase 2: To avoid the use of insecure pub-
lic key authentication methods and ensure the
long-term security of PSK-based authentication,
we use a combination of PSK and quantum keys
for authentication in [PSeQ. Specifically, IPSeQ
requires the two parties involved in a VPN tunnel
to share a long-term key (denoted as psk), which
serves as the authentication base during the
handshake. Before the IKE_AUTH phase, both
parties obtain the second quantum key gkey,.
They then combine psk and gkey, to compute
the Quantum-PSK (QPSK) as follows: QPSK =
HMAC(gkey,, psk), and use QPSK to generate
the AUTH payload. Both parties compare whether
the computed AUTH values are consistent. If psk
or gkey, are inconsistent, both parties will detect
an AUTH mismatch, causing the authentication to
fail. The gkey is used in OTP form, preventing an
adversary from predicting the subsequent QPSK.

In most cases, using PSK instead of asymmet-
ric encryption may introduce some limitations in
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FIGURE 2. Dynamic adjustment and key synchronization mechanisms: Schematic Overview. The left part illustrates
the sliding window and key queue within the IPSec process, while the right part depicts the QKI process and

adjustments to key reuse parameters.

key management. However, IPSec VPN tunnels
between communicating parties are unlikely to be
dynamic or involve a large number of participants
due to deployment cost constraints. Nodes only
need to pre-configure the PSK for the first con-
nection, for example, by using a human messen-
ger to deliver the PSK. The long-term security of
the PSK can be guaranteed by QKD without the
need for regular manual updates. In addition, the
key generated by QKD can be used as the PSK to
provide stronger security.

Phase 3: To address the security degrada-
tion issues associated with IPSec SA keys and
to achieve secure and efficient key updates, we
propose a fast key update scheme. This scheme
enhances PFS by continuously updating session
keys using quantum keys. It obtains new quan-
tum keys directly from the local QKI, eliminating
the need for DH key exchanges or frequent SA
replacements, thereby reducing communication
overhead. In the following section, we describe
the key update scheme in detail and explain how
it addresses the synchronization and efficiency
challenges mentioned previously.

Key Synchronization: Since both communicat-
ing parties obtain quantum keys independently
from the QKI device, it is necessary to first syn-
chronize the starting position of the quantum
key streams. To ensure consistency between the
encryption and decryption keys during rapid ses-
sion key updates, it is important to note that the
ESP packet header contains a 4-byte sequence
number field. This number is incremented by one
for each packet sent, allowing it to be used to
associate packets with their corresponding quan-
tum keys. Specifically, a sliding window is main-
tained, with each window corresponding to the
protection range of a quantum key. During the
encryption and decryption process, the sliding
window adjusts to ensure seamless alignment
between packets and their corresponding quan-
tum keys. As illustrated in Fig. 2, the gkey; pro-
tects packets with sequence numbers ranging
from 1 to 100. At this point, the sliding window
covers sequence numbers 1 to 100. With each
change in the quantum key, the sliding window
shifts to cover sequence numbers 101 to 300,
and subsequently, 301 to 700. We depend on the
reliable TCP communication mechanism between

Aythorizad licenrediysg m%ﬁ%ﬁ% Uﬂ@@éﬁ%@f&%ﬁﬁﬁigﬁchnology of China. Downloaded on May 07,2025 at 11:14:48 UTC from IEEE Xplore. Restrictions apply.




HostA GatewayA_ GatewayB ~ HostB

IPSec tunnel

Service channel

Classical channel

Z @

QKD TX

QKD RX

. Quantum channel
Optical attenuator

time to ensure the sustainability of the service; on
the other hand, when the transmission demand
decreases or the key is sufficient, we can decrease
pk to improve the security. As shown in the QKI
Entity calculation in Fig. 2, The current transmis-
sion process is stable, R, and Rg are equal, and
the next rpy value is unchanged.

K REUSE PARAMETER ANALYSIS

Regarding key length, a minimum of 128 bits is
required due to the Grover search algorithm. A key
length of 256 bits has been demonstrated to be
effective in defending against quantum computing
attacks. The current generation of commercial QKD
solutions is capable of generating quantum keys at
a rate of 10 kb/s over a distance. The application
of AES-128 encryption, with a key generation rate
of up to 12,800 bps, allows for approximately 100
key changes per second. For unidirectional IPSec

FIGURE 3. Experimental setup: device framework and network topology. Two QKD devices run the QKD protocol, with
key management handling key processing and acquisition. The QK| obtains quantum keys via APIs for storage in
the key pool. Four PCs are arranged in a linear topology.

channels, this results in a key cycle of approximately
20 milliseconds. Considering a data transmission

QKils to keep the sliding windows of the encryp-
tion and decryption parties synchronized, ensur-
ing robustness even in environments with high
latency and high packet loss.

Dynamic Key Updating: The rate of quantum
key generation between distant communicating
parties is low and often fluctuates. This inevita-
bly leads to a gap between the insufficient supply
of quantum keys and the high demand for data
transmission over the Internet. A fixed-rate key
update mechanism will either exhaust its supply
of keys or accumulate a large number of unused
keys. To tackle this issue, we introduce the key
reuse parameter rpy to regulate the number of
times each quantum key is utilized. Given that
both quantum key generation and transmission
requirements fluctuate dynamically, the rpy can
be adjusted in real-time to maintain a balance
between quantum key generation and consump-
tion. The specific adjustment mechanism is as
follows: To maintain the sustainable service of
the key, we hope that the key consumption rate
R¢ does not exceed the key generation rate Rg.
Given the current transmission demand R; and the
key reuse parameter rpy, along with each packet
having a length of MTU and a key length of Lye,,
to meet the condition R. < Ry, it is necessary that:

Ry X Liey
=
Pk =R X MTU
While R; cannot be given directly, it can be
estimated from the previous round’s key reuse
parameter rpj (round i) and time interval of
request AT; using the relation:
. rpl X MTU
Rt =—7—
AT,
Substituting this into the inequality and taking the

equal sign directly, we lead to the adjustment
equation:

rp;ic+1 = rip}c X Licey .
AT; X R,
Through this regulation, on the one hand, when

the transmission demand increases or the key
generation is insufficient, we can increase rpy in

rate of 100 Mb/s, this implies that the key reuse
parameter for sustained service is approximately
170. As a conservative upper bound, if a high-speed
connection of 10 Gb/s were employed, each key
would need to protect 17,000 packets. In general,
key reuse parameters should be adjusted based
on the key generation rate and data transmission
requirements. Reducing the amount of data pro-
tected by each key is an effective method of reduc-
ing the risk of compromise.

FORMAL VERIFICATION

We use the formal security protocol verification
tool Tamarin [13] to model the security of IPSeQ.
We consider an extension of the Dolev-Yao (DY)
attacker as our threat model. The DY-attacker has
complete control over the network and can inter-
cept, send, replay, and delete any message. We
assume that the attacker has quantum comput-
ing power to break the DH key. We first model
the quantum key and PSK as independent sym-
metric keys. Then, we generate Tamarin rules and
lemmas to establish the security properties of the
protocol. We prove most of the specified security
requirements for IPSeQ, including peer-to-peer
authentication, session key confidentiality, and
PFS of session keys. Here, we explain how we
achieve these security properties.

Authentication: Both parties can identify the
other party during the handshake. If either party
does not have access to the psk or gkey,, the
authentication process will fail. Even if the psk is
compromised, an adversary cannot impersonate
the parties because the handshake is secured by
the quantum key.

Consistency: When two honest parties agree
on a matching session, they also agree on the ses-
sion key. This is because sessions are uniquely
identified based on SA pairs. Consequently, when
two peers observe sessions with the same SA
pairs, they both agree on the key material to be
used for the session.

Key Secrecy: Once the security-enhance IPSec
protocol has been successfully completed, only
the initiator and the responder know the key. This
confidentiality is ensured by QKD technology. Due
to the no-cloning theorem, any eavesdropping
attempt by an adversary to acquire the quantum
key would be detected. Even if the DH shared key
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is compromised, a successful handshake remains
unattainable without the correct quantum key.

Perfect Forward Security: PFS ensures that the
exposure of a long-term secret, such as the psk,
has no direct impact on the IPSec session. This is
achieved through the PFS property of the quan-
tum key and the frequent updates of encryption
and decryption keys.

We then extend the security analysis to poten-
tial side-channel vulnerabilities and resilience to
Denial of Service (DoS) attacks, and describe how
IPSeQ can prevent or mitigate these attacks in
real-world deployment scenarios.

Side-Channel Attack: Side-channel attacks
exploit leaks in physical implementations, like
timing and power use, rather than attacking the
encryption directly. IPSeQ boosts security by
minimizing data exposure through frequent key
updates, preventing attackers from recovering key
information.

DoS Attack: IPSeQ is not inherently resistant to
DoS attacks, and attackers may exhaust quantum
keys by forging a large number of IKE requests. We
can mitigate these attacks to some extent by using
strategies such as flow control, deployment of fire-
walls, and intrusion detection systems.

TESTBED IMPLEMENTATION
EXPERIMENTAL METHODS

To evaluate the performance of IPSeQ, we con-
duct tests using actual QKD devices and network
platforms. The experimental framework, depicted
in Fig. 3, consists of three main components.

QKI Process: In the QKI, we configure specific
parameters including an initial key reuse param-
eter of 100, an upper bound on the key reuse
parameter of 10000, and a lower bound of 64.

IPSec Process: We adopt the open-source
software strongSwan for the IPSec process, with
AEST128GCM16 set as the authentication encryp-
tion scheme. Additionally, we employ user-mode
IPSec to implement our scheme to facilitate the
obtaining and changing of keys.

Test Platforms: We set up a test network
using four Ubuntu mini-PC hosts. Two serve as
gateways to protect the subnets, while the other
two are within each subnet. Two QKD devic-
es provide quantum keys for the gateways. The
equipment used is a pair of QKD-PHA1250-S
high-speed time-phase encoding QKD systems
from QuantumCTek. The system’s performance
range extends from 100 kb/s at approximately 0
dB to 1 kb/s at less than 30 dB. A quantum chan-
nel is used for the QKD process, and a classical
channel is used for post-processing. Additionally,
we use an optical attenuator to simulate the loss
of optical fiber over distance.

In our experiments, we first compare IPSeQ
with the standard IPSec scheme in terms of pro-
cessing delays, the latency of each packet using
the ping command. Subsequently, we quantify
the overhead of SA key replacement and the time
required to establish an IPSec connection. Addi-
tionally, to demonstrate that [PSeQ can achieve
fast key updates and maintain key synchroniza-
tion, we evaluate the transmission performance
between two IPSec gateways using iPerf, a tool for
actively measuring the maximum achievable band-
width on IP networks. Finally, to verify the effective-
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FIGURE 4. Latency impact evaluation: RTT, key change delay, and hand-
shake delay measurements. RTT measures the delay between two hosts,
Key Change measures the delay in performing a key update, and Hand-
shake measures the delay in completing the IKE negotiation.

ness of the dynamic key updating mechanism and
its feasibility in practical noisy quantum channels,
we evaluate the impact of optical distance on the
key generation rate and key reuse parameters.

EXPERIMENTAL RESULTS

Figure 4 shows that the performance of IPSeQ is
comparable to the standard scheme in terms of
RTT, with an RTT of about 2 ms between Host A
and Host B. We also observe that the standard
scheme incurs a key change delay of about 7
ms due to the CREATE_CHILD_SA exchange.
In contrast, IPSeQ obtains the key directly from
the key pool, resulting in a communication delay
of about 1 ms, thereby significantly reducing the
overhead. Additionally, the standard handshake
delay is more than 8 ms, while IPSeQ introduces
two quantum key enhancement processes with
a combined delay of less than 10 ms. The differ-
ences in latency between IPSeQ and the standard
method are small and acceptable, while IPSeQ
offers significantly enhanced security.

Figure 5 shows the throughput performance
of IPSeQ compared to the standard approach at
different key update frequencies. The standard
approach relies on the CREATE_CHILD_SA
exchange, updating the key when the application
sends a certain number of packets. This exchange
involves the interaction of multiple packets, lead-
ing to excessive overhead. Therefore, when the
key update frequency is high, the throughput
drops dramatically. In contrast, IPSeQ uses the
key reuse parameter to control key updates and
obtains quantum keys directly from the QKI, min-
imizing interaction overhead. Even as the update
frequency increases, the throughput remains rel-
atively unaffected and stays at a high level. As for
the scenarios without key updates, IPSeQ experi-
ences only about 7 percent performance degrada-
tion caused by the overhead associated with QKI
communication, key synchronization, and other
related processes. Additionally, in cases of rapid
key updates, Fig. 5 demonstrates that IPSeQ out-
performs the standard scheme in terms of pack-
et loss. This is because the standard scheme may
cause inconsistencies in packet decryption during
the key renegotiation process of an IPSec SA. In
contrast, IPSeQ maintains good synchronization
between packets and keys through the sliding win-
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FIGURE 6. Analysis of dynamic key update mechanism over varying optical distances, The optical attenuator is
adjusted to simulate a gradual increase in channel length from 0 to 100 km, with transmission bandwidths set at
200 Mb/s, 500 Mb/s, and 1Gb/s.

dow mechanism, thus minimizing packet loss.
Figure 6 shows the variation in the average
key generation rate and the average key reuse
parameter as optical distance increases (corre-
sponding to 0.2 dB/km fading) during the test.
The results indicate that the key generation rate
decays rapidly with increasing optical distance
while the average key reuse parameter gradual-
ly rises. Compared to data transmission at 200
Mb/s, the average key reuse parameter is higher
at 500 Mb/s bandwidth and the highest average
key reuse parameter is found at 1 Gb/s. This is
because, when the key generation rate is fixed,
an increase in transmission rate also increases key
consumption. Therefore, the key reuse parameter
must be adjusted upward to maintain a balance
between key generation and consumption rates.

Experiments also demonstrate that our solution
maintains high transmission efficiency even at low
key generation rates.

CONCLUSION AND PERSPECT

This article assesses the security threats posed by
quantum computing technology to IPSec, empha-
sizing vulnerabilities in DH key exchange, authen-
tication methods, and key updates. In response to
these challenges, we proposed a comprehensive
solution that seamlessly integrates quantum keys
into the entire IKE process to ensure both secu-
rity and flexibility. We introduced the QKI design
and a dynamic key updating scheme, effectively
addressing key management issues and facilitat-
ing secure, efficient data transmission. Addition-
ally, a sliding window mechanism is proposed to
resolve key synchronization issues during rapid
key updates. Our comprehensive security analysis
demonstrates that IPSeQ can eliminate securi-
ty flaws, thereby enhancing the overall security
of the IPSec protocol. The advantages of IPSeQ
were verified through testing on a dedicated plat-
form and with actual QKD devices. Experimental
results show that IPSeQ can significantly improve
transmission efficiency while maintaining stability
in scenarios with key scarcity.

In future work, we plan to explore enhance-
ments to the security of IPseQ and further improve
its efficiency. This includes implementing the
Q-CSKDF scheme [14], which can consistently
generate high-rate derived keys while ensuring the
desired level of security. Additionally, integrating
QKD with PQC offers dual protection against quan-
tum computer attacks, addressing current security
needs and safeguarding against future quantum
threats, thereby boosting IPSeQ’s reliability.

The large-scale deployment of QKD systems
is becoming increasingly feasible due to key
advancements. Practical deployments, such as the
space-to-ground networks in China and the Open-
QKD project in Europe [11], have demonstrated
the stability and versatility of QKD applications.
In this emerging landscape, classical and quantum
networks are anticipated to coexist, creating new
opportunities for enhanced information security
[15]. Quantum networks will supply secure quan-
tum keys to classical networks, while IPSeQ can
ensure secure classical communication, facilitating
the functional realization of future quantum net-
works. We are optimistic that continued innovation
and collaboration will enable IPSeQ and similar
breakthroughs to play a pivotal role in developing
secure, next-generation quantum networks.
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